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Characteristic 10Base5 10Base2 10BaseT 10BaseFL 100BaseT
Speed(Mbps) 10 10 10 10 100
Max Segment

500 185 100 2000 100
length (m)

. 50-Ohn Coax 50-Ohn Coax ) .
Media . . UTP Cable Fiber-Optic UTP Cable
(thick) (thin)

Topology Bus Bus Star Point-to-Point Bus



Commom Ethernet Cable Types

Max; Max;
Speed Transmission Note
(Mbps) Distance(Segment/m)

EThernet | Cable
Name Type

Uses vampire taps to connet

10Base5 Coax 10 500 .
devices to cable

Also called Thinnet, a very
10Base2 Coax 10 185 popular implementation of
Ethetnet over coax

10BaseT UTP 10 100
100BaseT uTP 100 100
213(Cat 5)
100BaseVG | UTP
100(Cat 3)
Required 4 pairs of Cat 3,4,or
100BaseT4 | UTP 100 100
5 UTP cable
UTP 2 pairs of Cat 5 UTP or STP
100BaseTX 100 100 pair '
STP
Varies(ranges from 500 Ethernet over fiber-optic
10BaseF Fiber 10 . .
to 2000m) implementation
. 100Mbps Ethernet over fiber-
100BaseFX | Fiber 100 2000

optic implementation
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7.Application Layer

6.Presentation Layer . Application-level network
Services user

5.Session Layer

4.Transport Layer Transport Services

3.Network Layer

2.Data Layer ——— Network Services

1.Physical Layer

IEEE 802 Categories

802.1 LAN / MAN Management (and Media Access Control Bridges)
(Internetworking)

802.2 Logical Link Control

802.3 Carrier-Sense Multiple Access with Collision Detection (CSMA/CD)
(Ethetnet)(Bus Topology)

802.4 Token Bus LAN

802.5 Token Ring LAN

802.6 Metropolitan Area Network (Distributed Queue Dual Bus)

802.7 Broadband Local Area Networks

802.8 Fiber Optic LANs and MANs

802.9 Integrated Services ( Voice/Data ) LAN Interface

802.10 Network Security

802.11 Wireless LAN

802.12 Demand Priority Access Method



TCP/IP Fundamentals
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e TCP/IP (Transport Control Protocol/Internet Protocol)
e UDP (User Datagram Protocol)

e SMTP (Simple Mail Transport Protocol)

e POP (Post Office Protocol)

e ICMP (Internet Control Message Protocol)

e HTTP (Hyper Text Transport Protocol)

e IPX (Internet Packet Exchange)

e SLIP (Serial Line Interface Protocol)

e PPP (Point to Point Protocol)

e NETBIOS (Network Basic Input/Output System)
e NetBEUI (NETBIOS Extended User Interface)

¢ ARP (Address Resolution Protocol)

e BGP (Border Gateway Protocol)

¢ Telnet (Terminal Networking Protocol)

e FTP (File Transfer Protocol)



e NNTP (Network News Transport Protocol)
e AppleTalk (Protocol Suite for Apple Macintosh)
e RS232

TCP/IP
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HTTP
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NETBIOS
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L

protocol [g&a0a5!

ARP
el Network Interface Card (NIC) ep:cﬁ physical Address (MAC address) Qs

Logical Address ep:o% Bind C\E(C)GOSGOD’) protocol or% ARP (ADDRESS Resolution
C

Protocol) o?eerroa@n

BGP & RIP

g@n BGP §cf: RIP ep:oaé Router ep:c:ﬁ mé:e@o&o% :Do%efo%eo:epogcc:

5209[g|e00o protocol [§620p0H

Telnet

PoI VNC or:n%eooo remote communication software ep:ogccz Telnet (Terminal

- O o C

networking protocol) o?soo?:@loa@n

FTP

oo FTP(File Transfer Protocol) :)ogC file ep:o*of transfer @[C\?f)qoogé

independence 92(gdad: protocol [gdoopdi

RS232

Pen coml, com2 of;o%eooo communication port gz s*aoSLzBleooo protocol
o (% C H d ﬂ [} OCo C I Oo o C

eJo,@o) oopdl Hardware flow o3 0063906200  protocol  Sag)e0:cRC

o']oéoaéu

Goll TCP/IP, SMTP, HTTP o©oc2ooo protocol ep:ooé Transport 0%08%:9&6@03’)

protocol s'aéj[:oo:obogé o']occs@: PPP ep:(r% serial line ep:cﬁl flow epsogg

%o?:[g[@oaéu E-Mail ep:ooé SMTP, POP, IMAP s*a@éﬁeooo protocol eJ'J:o%L

203G e§2058C&:pE  HTTP odcl  support  cvbeozan§Eoopdi

C C (8 C

oo%sfaecj%ooc NEWS ep:s*aoomor] q@awej NNTP(Network NEWS Transport

o (¢]

o C

Protocol) o2 support Qggeo:mo.%éoagu Internet Explorer 0\)03L WEB browser

(o

gpzoopd HTTP,NNTP, FTP 0200503

3o

support c0bc0:&E 099[98 local files
PP 2060:8C 0



(o] "] C ocC (& C C (o

@J’)SO’BO support C\EOGO:&LCO\)QII OOEEG@O’)O’)’JC\)O:))C WEB browser @J’)SOD@
C [ o C ocC [ C

protocol GO)’)GO’)’)@J'DZQJ’)SO? support C\BOGOS?CC\)’)@ @@OD@II

C o O C C c C (N (®]

C}OII Internet oo©90CO:M protocol QJ’)S@C Q)OSTJSODO’)OCGODOO 2062000
L L L ° JL d ° L

OSO CS?O’)O% t I D2 8 O’SODOSj t D:326 'Dé"O%C\) 52 OSOOO’T
992030 protocol ¢pigGoo>0a>g) port epioec(o3ptiaieopdt B3§eoog

C C
@@eoe@u
Ports
G i Port ec%epogé qézo%oaéo%éogcﬁé ©qe0 logical ep:@o%@@:

. . . C C C . O C C

Communication endpoint @@oa@n port number 232005 16-bit Q202320300 port
sgeelsacrgo% 21¢ (0 to 65536) cejp)éu prot number 0 to 1024 or% well known port
ep:s*a@a% IANA (Internet Assigned Numbers Authority) © ooo%@o%eo:ooo:oaén

0060920:[g¢ 200226000 well known port £29),03 cwd[gaoo:opdl

Service Port Number
FTP 21

Telnet 23

SMTP 25

DNS 53

WWWwW 80

POP3 110

Proxy 8080

IRC 6667

IMAP 143

Goll  saclgmesmeloptiongp  modmdaslopé  Standard  wodecde0icn:

[®] ° N OO0 ¢C C .
co0o  port number g3 9eadielgod 88s62005€p port number o service
eo:cfgcqjgcﬁepoén ep:eooos*ao:@é port number 1025 © 65536 seoSoSL client
2o randomize $2033(g[0320051 Port ¢z protocol gpzsasfopdts 3Gy

c O C C C C cC O C o C
GE:03cN6CICi0p0:  canlgodq) Internet sa0: ©pdBepdd  spanlelgeapes,
Q C

C (& cCo C C c O C cC 00 ¢ C
c382DC C\)gOO’)@S@CS G(DOD@ S’BG@’)C:O? 80(‘0(\3(7)0)%16‘[;? QBS’BOGOOD@II



Communication Devices

IP + Port §& Device &

oo destination @6Q3|5 >
L

device o

o C CcCO OC¢C c C .
Sl[eatceloaizlenlel socket @@oa@n device
L
C C . .
o> source [Q@:D@u destination

IP + Port &59@0’]8:&3]5 socket oooge[gx}ogoaén
4 L L

Destination or Client
1P :192.169.1.100
Port : 6571

Source or Server
IP :192.168.1.1
Port :21

Destination or Client
IP :192.169.1.100
Port :6571

Source or Server
IP :192.168.1.1
Port :23

Destination or Client
IP :192.169.1.100
Port :6571

Source or Sery
IP :192.168.1.2
Port :23

Destination or Client
IP :192.169.1.100
Port :80

Source or Server
IP :192.168.1.20
Port :23

C\E(Y)

connection epze@ocf: network 03[3_5
C C C e C o _C
@Q)OD@II computer 0OOQCRC  O1D

(0] (0]
C\B(ﬂm netstat 060D command

C

[gol  protocol,  Port

se@ézuﬂézg?o:coé a%éﬁ@:cﬂoo TCP/IP soe@o&@

C C C
80('7)(\)('7)8&2(\)’)@61@8”

c c

FP%

C C (¢] o
C\BOG&)’)CG§GOD’J port @J’)SO’B 0

ocC - C o
02Cs service co:op) port 0 32

C C o
Socket QRO 00

L sgoocrgeco%@or] socket ep:or\)og IP oo port ©o)1 Port oo IP ©00 202
° e IL IL IL

cC _oc¢C C o C
0g8CRdI delopé  server

L
(9} C

2000 l@[@& @Ogil)éll
%8@982

¢ Subnetting  sacfoypCs

(g C C c
sacoocooeeooc&?@c:
L L
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TCP/IP (Transport Control Protocol/ Internet Protocol)

Gol TCP/IP oaé protocol sfaeJ[ sa&w Soeep 059038:3@5@: Internet

(o C c C C "]
§g§0@’) O:))C 8’9(\)«?9’36618@3803’) S’DQJO’)O’) SJCD@Q)O ODEII Intranet

OO DI s*aoo@ cou)oomeaooc cﬁgéj Internet & see[éés'aog[éo%
J° @ L’ I.q§ q L § L
o c (og

[Qo%or]oa C|| Internet CDOCG ooeoooa)oocococco °GO’)'38°| Intranet o S
2 2.0CE8 g LR COR: : 2

eeooo%epogéco S:comCel @:@988@1 server a%eo? workstation s220¢ TCP/IP
C C cocCc _¢C [o] C
setup QORI Intranet s201920¢ Internet s’aag DOSCHP S200N 329 0DF29D
c 00C¢C C
0ROCDSC I
C C C o C N O o C C
GOl ORYY eee?o)ogco)oocsae?@[ooc@g@ ORMY O OWVOOQOO6VIF0C
@5 Co@"o%"oocf)@"ooug[gc 9905"[908@(:9 OOV WEIedL0E
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C
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3

e
(9]
L
eﬂoe[;i:@@@o%aén TCP/IP a)é og')eq:e?cﬁoogogcc: om Jé@@:e} Internet §c§
Intranet ep:oog oésée@zooozé[%&@&ﬂoaén gpspoeo0n  hardware &¢
L O o ° (¢] de

C C C ocC C C
software platforms Cies TCP/IP SSley) C\gO’)C\)OQg’)O?Z@%C@: 6§

[(;(](Dﬁ%@J’)S ('DCSG‘DOD@II

Ethernet (Media Access Control) Address

GE! Ethernet network card ep:ooé 0930585 hardware address %1@ media access

L
° C Cc C C C

control  (MAC) address s2[g633§30lopdi  0od§ecdaded cpdatieo:

Q%OC)@: 48bits 922; Hexadecimal @&B oé:ooozor]oaén o&: address &1 oo
L ooo

sac?& Q? (?8: o> OUI(Organizationally Unique Identifier) ooea’T@ IEEE eJ;e;aeo
C C "] (o] C (o O C
OO00O6030IVWI MY$T0CE P OCIMD OO0V card ealotolel[ericrlan]on)
d L L L
200 o%o(]ooeu @csoc Cle2 hard coded sg[gga) NIC eoToocsa@ ndaEcons

poed - 1F:10:FF:FF:AE:95



IP Address
c Co C C c c o C C ° ocCc ¢
Ol MYINQOFO§ computer g3 CLYC: ©$M$OD eJmeomsgaB:[gﬁcqc§
sfaoo)og IP address @5 management [Q[C\B(C):Dén IP address ep:ooé 32-bit e‘i@:
8-bit (c;)e 3228 dot [gqééoooza)ésaoocﬁ dotted decimal 23 00> quad decimal
L °0 2 (¢] Le L
C

C C ° C . ocC . .o Q C
crgeaTo’]oo@uoo@ar]ooo) 0RC 8-bits 320C: O 2992 individual byte 25 000D

octet oemé:eaT@@: 89053:@[%8@03909$3‘§389’):[§§ 1 o 254 33 %poén 0
o

4
§cf: 255 ©o sfaé]ga@oc)ooo:eﬂ@: 0 ¢> network address @6@: 255 oo broadcast
address [gdoopdi
2%, 2, 2%, 2°

232 = 4.5 billion e‘i@: minimun range 0. 0. 0.0 ¢ maximum range 255 . 255 . 255

N

. 255 efaogsop)éu Internet col & ée$ IP address ep:o% InterNIC(Internet
d (] LJ L

. N\ C C f] C co ¢c O Cco ¢
Network Information Center) ©  60V0000X60:0IVII COOPEYCIOIMD YD

Q cC O

@oJoSsoo%o']m InterNIC 9@10361@@ 00,6020 38a ISP(Internet Service Provider)

© c@@lﬁgﬁwo fully qualified address soo:epeqeén ogueoa% Intranet cm%aesm:
C C C C [ o C c C Q C
mpdesonmaifG: [gEosanmlgbear Internet §& §oda005q5ec39266lm

° c C

o C (o] C
InterNIC oo¢ lepfelealelsiClenke lel=te]l
o d L L

Classifications
co ¢ C o
el edoz[gozc?ea)o IP address g2 Internet ‘?gaJoaaomo?:Qécﬂm

02200830 ©QcoceEE00d class opisc 5@?007@&08 BaS$ 35260100051 IP
J°O°JLa 6]" (e} J"?oo ° ° ot Sﬂq§|. @

address ep:c:ﬁ oooeé:s@:s'aoé (first octet) o% @é@ es%c%o’]s*ao%cc:: z;;@o:
022200l
TCP/IP classes
Range of IP Address Class of IP Address

0 to127 A

128 to 191 B

192 to 223 C

224 to 239 D

240 to 255 E



9 [§5008EEmanad assign cvdaomap) IP w0pd 203 [gooo[gé Class (C)
oS

Private Network Address

o
° C C
%DZS?O?S[Q[@O:[%C:@@OD

Class of IP
IP Address
Address
A 10.0.0.0
B 172.16.0.0
C 192.168.0.0
Local Loopback 127.0.0.1 Local Host

IRl FPoomao] IP Address ep:ooé Internet 088 route QC\380'11|127.0.0.1
wémé: Internet ol o0& routing wdeezol 8’30’)05@@’)8 Bead we: IP
(o] L ° L

C C C C C C C C 00 C N\
PO local loop back S0 oaooggoooom[%ae@og [ggo)oaen 00MS,
network function | network interface card (NIC) comCe / veom:  0decs0caN
C C cocC C C C cocCc ¢

address @@ooeu 6$2000C:C 127.X.X.1 200 local loop back 0OIVOSCYP

C Q c C C C C
czloplosiioriiobls 1P sa@o)oocneooooo:a)gn
(o] ° d

o

3(}" Class A :Dé%(\g?@%@’x@&)’) Network Q"JSS’BO;)O%OD’JS’BO?S@PD@CII

Octets ep:ooé Network ej,@ host/node g@’):gf:wén Class A ogcC: IP Address &

First octet :Dé Network @6@: OOJ$ octets D :gooé hosts @o%ooéu o@oe@ocf:
\NOC

Networks 126 981[«_?]: Network ooéecgJé hosts colCs 16,581,375 905:®§coqoopén
LdJ L L LOL

eoeosm:@é Class A Networks euozogé General Elctric | IBM | Hewlett Packard |

So

) o']of:@ooéu

[ggoggcczee Qao056n WD ecﬁj m$oepiote 0305°05§8[§8°e°cﬂu
L Jﬂ gJ {7 oq J§ |LJ° ST) 1’01 °ﬂ

Apple | DEC 1 Xerox 1 Columbia University §cf: MIT ®oaé

=

Cc C C CcO C
1 Class B oopd 92gud9e02%9000592c005§e00>  Network  gpispc30d
saoSL:Eﬂ ooén Class B 088 IP Address & oo octet J eeooé Network Ego%@:

mﬁ octets | ?:Dé hosts @&Dén o@oe@oé Networks 16002 ?%@: Network



C C (o o ocC C c .
03 C hosts colCs 65025 :?o?:o;)%coo@n Class B Networks QpPsaC Microsoft
s8¢ Exxon 03 0lo&oadiooé:od ecﬁj NS DeP0CeePod 05°05§8[§8° oQol
1 I g ° 1] oq J§ ||.k|° STD 1’01 ° 51

SGII Class C ooé coxscodea> Network qozméeaoao%spoggoézoaén Class

C ogcC: IP Address & oo octets ? ?oaé Network @«5@: mﬁ octet o ?oaé

(o]

hosts @agoaén or%oe@oé Networks col&s 1,999,996 :f%ﬁ: Network ooa%zfoﬂc

°

° o ocC C Cc C o
hosts 32628308 254 903:03&00%3@n Class C Networks ooc ele{=ploatent
L L LOL o L

oo/

ocC C
§E20pd

C . . . (o C °
901 Class D oopS special multicasting address [5Gz networks =o[gd o030

ocC coc¢C age c C
&Ceoll @@&ceeﬂ address oo 268 million @@OD@II
L L 4

Cl E C . t o C o C .2 C C O %,
S(DII ass O\)e experiments ep.,saogms*aqsfa@@oooosﬂoagn C\)(’DGJ]S?Q%[(:][

e§o§ IP address ep:oaé IP version 4 [ggogooén 33@90’]03038 IP version (6)

0%0?:63«%861% @L:oéchcﬁéﬁo']ooéu IP version (6) oaé 2128 @503 fsgog

3n

C C C

InterNIC ?OJO’)(JQO’)Q (02

Class Bit Allocation
A 0 ' Network Host
7 bits 24 bits
B 10 Network Host
14 bits 16 bits
C 110 Network Host
21 bits 8 bits
D 1.1 10 Multicasting Address
28 bits
E 11 1 1 Experimental
28 bits

loopback 0 1 1 1/ 1 1/1 1 Unused



Subnetting

C C

C N C Qo C ocC
3@" Network O’)(DQLS?O’ODCS GQD:CQ)GCD’JS?@S?@ @J’D:S’B@@ Network S’BODO’)S’BCL)CZ

codep: 663[gegdoopdn  wéiapad sontgadlgisnilgs  df§ecomiind
~: 33¢* 2 8 | ‘8%
[3S: 1P address opig[gEad§:a36:c02:§8E[gEs woppdeoon Physical media o

a"g:@%é@ézl Network Traffic c3§:36(gCs sgq?é:a?:a‘é:@%cgoa@é performance
° (o] C Q (o C [ C coc¢
sgpiad: qfeofgs 0§, Network [gdco[gsgp: 6500Egad8E0DI

Con 1P address o)a3.0 subnet mask oopd

4 octets address oc@o%ooén
Octets ep:ooé Network §<§ host/node o%ew%@%éoaén default subnet mask

Q292 es?aoo%or]seoc?’cc:: @&Dén Off bits Q592 host address ep:@a%oaén

Class IP Address Default SubNet mask Subnet Mask Bit Pattern

A N.n.n.n 255.0.0.0 11111111 00000000
00000000 00000000
11111111 11111111

B N.N.n. 255.255.0.
n.n 125.25.0.0 00000000 00000000
C N.N.N.n 255 255 955 111311111 11111111
B ' ' ' 11111111 00000000

Gon IP block ooo%:fgg subnetg o:cx%o']oo host address bits 322: network address
. C ° (o] C C C C C o C
bits 0QC  2RAVEID subnetwork eo'Tﬁoo@ej oooeo']czoog@c:@eoa@u
mé@ézwos@}é network address §<f: host address g;[gpsooo:oaéesr-epe} @'Jooo%
OSU bits oof)eo']&[%cc::[ggé network qo:o%:moeé@o%ooén QCB)OGOD% host 3064
C o C (o C
FORM ecgpqago,eg@o)w@u
@Jn eéwés’aéﬁogé default subnet ep:o% saoSL:e[glc\) subnet mask oo%c%:
e@ogm\)q mo?:@[epaéo% Class C soo%mo%ew%@o']eén 88038 Internet ©
qualify @o%oaé network address ooo%egoaoeﬁ@: 38 subnet Slebi Q%@Jcc:ooé
a%cqjé subnet mask O%L e@oé:cﬁsaa?z@qcﬂooén 00en- 192.168.0.X et%eooo IP

o 00O C N

block ooo%?o? 003 M eo:ac\)cc: 255.255.255.0 Salctovs default subnet mask

[e]

[eXe] c
2 000C Network address m@amoqe@@@a)@u

255 . 255 . 255 . 0
11111111.11111111.11111111. 00000000
N N N n

O

C (&
CD(DSLO’)@oOD S



ocC (o] ocC C (o C o o
@Qn node 320CM "o" QP Network 320C3 @@e@qﬁs C\Boesooccgjc network
ocC
ocC

Q C C C C . Q c 9
Clecieleloslevpllley @@oa@u poe2- node 920Ce 2-bit WO e@eo ¢ wat
network Sfa((écczsoo "0"-bit %lesr-epcf 2-bit éﬁm’;@é@émé aaeoao node
%838:03&3(\) 8-bit %1&?5]99 2-bit ooc{%o%oa s*aogo% 6-bit oaoooﬁem?eé

IL o
C C
[Q@OD@II
11111111.,11111111.11111111.110000
N N N n

0On

@gn node 923&m 0o, 01, 10, 11 Beo>>  address (g)a
L o L L

(o

colmodame C[g(]oc)oa I & network (9)98@0’30’3 node 38&:6> 00000000 me$
o L o L d
Cc
Cs

C

111111 03 e@o c\\)ogo: @o%ooéu 8&?6]0085 node %Sézwé "Q" eogsJé:

o

@@éeqwml 1" 609 mé@ sjeqeoewo theory o Ggooozéeeleon
(o9)

Theory s2q 2°=64 oqoo

L

C e O C
o> hode S’BOCSO’)C 1 to 62 OD’)OD:Q)Gl@@
L (¢} LI

En
S

[¢]
[920p5n Subnet mask 205 255.255.255.192 33, 6[goE2032005(90200!

Network Number Router Address Broadcast Address
00 -- x.y.z.0 x.y.z.1 X.y.z.63
01 -- x.y.z.64 X.y.z.65 X.y.z.127
10 -- x.y.z.128 X.y.z.129 X.y.z.191
11 -- x.y.z.192 X.y.z.193 X.y.z.255

@3n Class C network 088 subnets ® :fgo']m subnet mask o2 255.255. 255.224

C C oC [og (og
@@@, subnet address @Joccj)')esg')mor]sgo?c,@@:ngu

Network Number Router Address Broadcast Address
000 -- x.y.z.0 X.y.z.1 x.y.z.31
001 -- x.y.z.32 X.y.z.33 X.y.z.63
010 -- x.y.z.64 X.y.z.65 X.y.z.95
011 -- x.y.z.96 X.y.z.97 X.y.z.127

100 -- x.y.z.128 X.y.z.129 X.y.z.159



101 - x.y.z.160 X.y.z.161 X.y.z.191
110 — x.y.z.192 X.y.z.193 X.y.z..223
111 — x.y.z.224 X.y.z.225 X.y.z.255

Classless Internetwork Domain Routing(CIDR)

GGn  InterNIC ggooogﬁ;o%ooo:eoao Class A1 B 1 C & address @ée@%@@& e@p%

" Slash x " @cf:e@%@eooo method croe CIDR (cider) ugearro']oaéu X oaé network

address bits o%e@%@[é&@ogoaéu

InterNIC Network type Approximate

(CIDR) Subnet Mask Number of

IP Address
Slash 8 255.0.0.0 16,000,000
Slash 12 255.240.0.0 1,000,000
Slash 16 255.255.0.0 65,536
Slash 20 255.255.240.0 4,096
Slash 21 255.255.248.0 2,048
Slash 22 255.255.252.0 1,024
Slash 23 255.255.254.0 512
Slash 24 255.255.255.0 256
Slash 25 255.255.255.128 128
Slash 26 255.255.255.192 64
Slash 27 255.255.255.224 32
Slash 28 255.255.255.240 16

Slash 29 255.255.255.248

Slash 30 255.255.255.254 4

Anding Method

@?n 192.168.0.5 Sal=tevp) address wéeéo&é network 088

C € Oor¢c. O Qo O C . C .
o']ocooeece@c:o? RVo)C network address bits ¢ subnet mask  bits
eo']&[%&@éogogéeooa Sli

‘gege Tl 2



192 . 168 . 0 . 5
11000000.10101000.00000000.00000101
255 . 255 . 255 . 192
11111111,11111111,11111111.11000000

11000000.10101000.00000000.00000000

o%@@ocf} 192.168.0.0 (00) network 05085 %loaéo% a%%&;oa)éu

TCP/IP and the OSI Model

c C c C C N
Gou m§c)J[m9§c M$Qo o SN[Zlep) ¢ 0OSI Model ¢ layer (?)?@g g@os
00 [§ TCP/IP oap_o layer (3) 5000 3D [§ ooén
0SI TCP/IP

Application Layer -7

Presentation Layer - 6 Application Layer -5

Session Layer -5

Transport Layer -4
Transport Layer -4

Internet Layer -3
Network Layer -3

Network Layer -2
Data Link Layer -2

Physical Layer -1 Physical Layer -1

@@n OSI Model 088 higher layer 9@&;&)’)&38 Application layer é data base |
e-mail | terminal-emulation programs ep:or]o&ﬂoaén Presentation layer 088

data ep:o% formatted | presented | converted §<f: encoded eo:@lcogo']oaéu

Session layer ¢ 00dR0O0  §C @E} EB§:236 °@c efyoo col&:0038E:
Yy o O "L 15 I. $3 J ° Ja -’

f)

C . . . . . (0] C
eo:o']oogn Performing security 1 logging §C administrative functions Q0320

f] C C o coO C o ﬁ
oloopdn Transport layer 20p0 message ep,s'acxeoocgocgm%eooo protocols ¢pzel
C o C f] C C .

32928 NWICIGRM OOEI0EV0IVPIII Network layer 0P data-routing protocol

Q _C C C C Cc Oo¢C . . (®] c c
QPISPV0D WODCEFYYOIFICVMGEF: WOODCEP destination node 25, ©$$



c (o . C o (o O
®'>espmsleq 2c300C §0260: 0l Data Link layer 0P node MO OOIW,
data ep:@:socc:ze sc 005@[5§08 data blocks Qs e%m%e@eq‘; esoocc:go%eo:

AL d e d
C . C C C oC c (o
0l Physical layer WP 0MRWEHEVCEP ®mﬁ9c20®@:@p:[§®ewo

" . C o C C C
transmission medium s¢ Interface hardware ¢ ewo@@c: ®:>o@u

C

ool TCP/IP Q layer (3)?088 99@599 layer @>copd: Application Layer occ:[ggo%

° o Cc Cc C C C
@, FTP | Telnet oco 32002399 sg[gq?soaﬁeaoocamﬁeoocﬂoa@n

C}go%e§eooo data packet elp:sgogcc::ogu TCP ¢

°(O)N

C [0}
Transport layer o3¢ O

o}

99@0"@030 rotocol 90“08 eor]&oo C@&eaooé ogo']oa C|| Internet layer oo¢
: P 222 SORFCs 8l 2 Yer o

c O . . C crC C C (%
packet gssa0pci, IP information eo']c,oog[écoeaoocamo']wgu Network

Interface layer oaé Physical layer §§ interface c\xc)eozor]ooéu Physical layer

L

(8 C .. . C
OD@ QOOOODQ)GSI SOCSTJ ®O’) O @QJ’J @@GOD’) transmission medium ?(ﬁ)
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Start = Control Panel = Network and Internet connection = Network

. . o Q ¢ R C C. C
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Network connection dialog box & Network Tasks(Left pane) 088501 Set up a
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Network Setup Wizard

Welcome to the Network Setup
% Wizard

This wizard will help you get up this computer to run on your
network, 'With a network, you can:

Share an Intemet connection

Set up Internet Connection Firewall
Share files and folders

Share a printer

To continue, click Nest.

Mext > I [ Cancel
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Network Setup Wizard
Before you continue. ..
I

Then, complete the following steps:

=+ Install the network cards, modems, and cables.

+ Tum on all computers, printers, and external modems.
+ Connect to the [nternet.

‘when pou click Nest, the wizard will search for a shared Internet connection on your netwark.

< Back “ MHest > I[ Cancel
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Network Setup Wizard
Select a connection method. i

Select the statement that best describes this computer:

() This computer connects directly to the Internet. The ather computers on my netwark connect
to the Internet through this computer.

Wiew an example.

(%) This computer connects to the Internet through another computer on my network o through
a residential gateway.
Wiew an example.

() Other

Leam more about home or small office network configurations.

< Back ][ Mest » ] [ Cancel
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Network Setup Wizard
Give thiz computer a description and name.

Computer description: | Tosdung |

Examples: Family Room Computer or Monica's Comnpter

Computer name: |TDEAUNG |
Examples: FARMILY or MONICa

The current computer name i TOEAUMG.

Learn more about computer names and descriptions.

< Back ” Mext > ][ Cancel
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Network Setup Wizard

Mame your network.

Mame your network, by specifying a workgroup name below, &l computers on vour netwark,
should have the same workgroup name.

‘workgroup name:

Examples: HOME or OFFICE

[ < Back ][ Mext > ][ Cancel
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Network Setup Wizard

FReady to apply network settings...

The wizard will apply the follawing settings. This proces: may take a few minutes to complete
and cannot be intermupted,

Seltings:
Intemet connection settings:

Connecting through another device or computer.

MNetwork settings:

Computer description: Toedung
Computer name: TOEAUMG
‘whorkgroup name: MSHOME

To apply these settings, click Mext.

< Back ][ MHest > ][ Cancel ]
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Network Setup Wizard
Please wait...

Fleaze wait while the wizard configures this computer for home or emall office networking. Thiz
process may take a few minutes.,
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Network Setup Wizard
You're almost done...

® . You need to run the Netwark Setup Wizard once on each of the computers on yaur
\14) network. To run the wizard on computers that are not running 'windows 3P, pou can uze
the Windows 3P CD or a Network Setup Disk.
what do you want to do?
() Create a Network Setup Disk
() Use the Network Setup Disk | aleady have
() Use my Windaws XP CD

() Just finish the wizard; | don't need to i the wizard on other computers
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Network Setup Wizard

Completing the Network Setup
Wizard

You have successfully zet up this computer for home ar small
office netwarking,

For help with home or small office networking. see the
following topics in Help and Support Center:

+ Using the Shared Documents folder
* hanng fles and folders

Ta see other computers on vour nebwork, click Start, and then
click My Metwork, Places.

To close this wizard, click Finish,

C Q C C C .
o oac:n}ogoesoocg[m@:or]m Workgroup $20C: Shared co:c00:6000 files |
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Network Setup Wizard
To run the wizard with the Network Setup Disk...

® o Usze the Netwark Setup Dizk to run the Network Setup Wizard once on each of the ather
‘!1) computers on your network.

Here's how:
1. Inzert the Metwork Setup Disk into the next computer you want to network.

2. Open My Computer and then open the Metwork Setup Disk.
3. Double-click “netzetup."

< Back Mext >




TCP/IP Properties
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ogell Internet protocol 890?@[@ Network s22¢ DPOSVIMQIC 6822050
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Start ® Control Panel = Network and Internet connection = Network

C Q C (& C C
connection $20:8230C 9’30)0’)00’)361@@" ODCSG?’)O’)—
° L (¢]

. . co . C
Network connection dialog box RCq Local Area Connection soo:eg:aJw@:

. . ocC co . Co C (o
Right Click &Locﬂoo Pop-Up menu cpC§ Properties coooegk3jeoqepll

-L Local Area Connection Properties

General | Authertication | Advanced
Connect uging:

ES Realtek ATLB139 Family PCI Fast Ethernet NIC

This connection uses the follawing items:

g Client for Microsaft Metworks
gFile and Printer Sharing for Microsoft Networks
4B 03 Packet Scheduler

Inteinet P [TCRAP)
Drezcription

Trangmisgion Control Protocol/lntemet Protocal. The default
wide area network, pratocol that provides communication
across diverse interconnected networks.

] Shaw icon in notification area when connected

o C cC 000 C C o
00, 6§20 General Tab O0RC  ©O3|023DHOCOREID NIC  92¢)39002:922
C C C [of ° Q C . . C . .
[~lep) @cq@: VIR NOIT0C: D000 Client | Files sC Printers Sharing
Oe° o o LO L o 10

C (& C .

Q89222 GEEIYOI Internet Protocol (TCP/IP) 9223 Select 030@: properties
. C C

3273 click QOgeI

Internet Protocol (TCP/IP) Properties EJE|
General

You can get |P settings assigned automatically if vour netwark. supports
this capability. Dtherwize, you need to ask your netwark, adminiztrator for

the appropriate [P settings.
() Obtain an P address automatically
(%) Use the tollowing IP address:

IF address: 192168 . 0 . 5

Subiet mazk: 255285 285 . 0

Default gateway:

(%) Use the following DNS server addiesses:
Prefered DNS server.

Alternate DNS server:




Use the following IP address option 922: check 038@: network 088
:Do%cfo%ooo:eoao IP address | Subnet mask §cf: Gateway :1"3:0;)00'3:0']00 Default
Gateway o239 ooéog&qeén DNS server o?zo;)ooo:or]m Use the following
DNS server address option 22 check C\EE)@: Preferred DNS server address

C C C [og o
OP QT eIl DNS server $22s3 Qj,@?o?:oéooo:o']m Alternate DNS server address

(9] '] (o Co (o
OO0 ooeoacoqeell
L 2 O
Advanced TCPAIP Settings @3
IP Settings | DNS || WwiINS || Options
IP addresses
IP address Subnet mask
192.168.05 255,255.255.0
|
sdd. | [ Edi. ][ FRemove
Drefault gateways:
Gateway Metric
Add
Automalic metric

C C

oGl Advanced Button s22¢ click C\)o@: IP setting Tab o>C IP | Subnet mask |

L (o]
Gateway setting 239228 oocc)éoo@fogg:@gm [98308@5: | cocﬁgp:@é:cﬂ'):

esoocc:go%%éo']oaéu DNS 1 WINS 1 Option Tab ep:ogcc:mé: oao%st%éwéqp:
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ocC ’] C [oXe} C C C (o
§coloopbi 88mesgcesontyod ¢

C
Cel00820

20

C Qo C Q0 cocC
@@@8 82620000 ODSR«%’)SC\)@&I:C

c o C C C
9% TCP/IP Fundamentals o?qum’)qeg@}@oaeu

TCP/IP Utility

29l IP ep:cr% saof?:[gl:%ogeocﬁe(?eooo crg%ooo%ooa%:fsaog&éﬁ TCP/IP ep:c:‘i
t. . ] Co Cc _¢C C tlt o [0] C C %, o2
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OS Platform sooﬁé:[gleoa’) Wondows workstation ep:ogé built in cloeom
function qo:@o%ooén

e ARP

® netstat

e nbstat

e FTP

¢ Ping

e ipconfig/winipcfg

® tracert

e Telnet

The ipconfig Utility

?@n ipconfig Uitility A 8o function oD 88 NIC & address e?é Default
Gateway, WINS 020050303 ewd[g[gcsoc [gdaogdi

C:\>ipconfig

Windows IP Configuration
Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . :

IP Address. . . . . . . . . . . . $ 192.168.0.6
Subnet Mask . . . . . . . . . . . 1 255.255.255.0
Default Gateway :

2ol ipconfig ogcc:c\)éz switch ep:ecj@: qcc::o%o%L ipconfig /? command

%ig) [03p0g8Cepd [gboogd

USAGE:
ipconfig [/? | /all | /renew [adapter] | /release
[adapter] | /flushdns | /displaydns
/registerdns | /showclassid adapter |

/setclassid adapter [classid] ]

The Ping Utility
0ol ping utility 20pd TCP/IP &1 92800 06[gdsa(03ad: command line utility

C C C . o . . [ o c c C C
003 @@a)gu ping o destination N host s’a@o, sa[gq?sfaaﬁ CeleslenleviT



Q ¢ C o & <, d i S t SSlan3Es
al@@l ®®G®°GP(TOJCO‘B°008” C]Co command line &l syntax ?’J 6320000 S’BO?C.,

OC! ping <hostname or IP address> ping OJE§ ICMP  protocol (ﬁ

sgoéz[gloaén 38m ®O’SO’)OSC\°B:8’B’J: ping ej request 036@@6 sféor]m ICMP

(o C C o C
protocol o> response [g$copd coteRd [gd20 RO
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C:\>ping 192.168.0.5
Pinging 192.168.0.5 with 32 bytes of data:

Reply from 192.168. bytes=32 time<lms TTL=128

Reply from 192.168. bytes=32 time<lms TTL=128

Reply from 192.168. bytes=32 time<lms TTL=128

o o o o
o o 01 O

Reply from 192.168. bytes=32 time<lms TTL=128

Ping statistics for 192.168.0.5:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = 0Oms

"Oll 9900060035 192.168.0.5 e(%eoao destination ®o%o‘§ ping epogcc: IP

t- (o] C° I c CcC O o C C C . d
connection §e§6(03oC2 reply [§5a00200503 60 §9epd [§O0ROI ping comman
onc:més 99@03 utility @J’.)S(T:)O% switch ep:eﬁooén on% switch ep:c:ﬁ saoéz[glc}o%
Q0 0'] C C'] oC QO ¢Ccoc¢C C"] QO0O0OC C
B§ad0lon command prompt ¢ 682005019203¢: §or80[mgpp0l BHSCopd

coC o ¢ '] C'] ocC . ° ° . - [}
MNSOMOIMN  692200019200C: switch sao?:@l&) description o2



Usage: ping [-t]l[-al[-n count][-1 size][-f][-1i TTL][-v TOS][-r
count] [-s count] [ [—] host-1list] | [-k host-1list]][-w

timeout] target name

Options:

-t Ping the specified host until stopped.To see
statistics and continue - type Control-Break;
type Control-C.

-a Resolve addresses to hostnames.

-n count Number of echo requests to send.

-1 size Send buffer size.

-f Set Don't Fragment flag in packet.

-1 TTL Time To Live.

-v TOS Type Of Service.

-r count Record route for count hops.

-s count Timestamp for count hops.

-3 host-list Loose source route along host-list.
-k host-1list Strict source route along host-list.

-w timeout Timeout 1n milliseconds to wait for each

ol ping C?gsp
esepopc 127.0.0.1
88@06(7% @%@ ping

C C [
cMNDCIIHOcODDCS ®®G&)36T308

4

saoo:oao%[glqeé oo destination host & address
ping ©p5a00lon  GEzoopd local loop back [goa0(gS

[ cc C (9] C QQ Co
Cs&C snoooooc@@oagu o%e@og cooang NIC

Using netstat
®QIl netstat ooé TCP/IP connection o%: ®o%eso:@éﬂepogcc:

c ° C - T % C C C c O C
20590020C600 command line utility o0®3[go0pdN Semade[ogpEsded
(o] L L ° L

C . (9] C cC . C
netstat 00p> IP connection o) check c@OepopC inbound s¢  outbound

cC o ° (o) ] c_C o C C . o
SOQROQA:Q C0MSC 90230M6§$6200 IP connection Q)

@ S gg@&)’)@@’)g @63) CII C(ODS?@S tstat G’% 8’3’)°Q)’)908CD(§9@’) data
SN C D netsta 5 ) 56
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packet ogc:‘i sent and received status o?(ﬂ@@ﬂ%c@o loss data packet a

C o C C
0O &C error ed'):mof] ecoo[geo:oo'):oap;)n

4 e L
ple]] tstat utility 03 ©p5o00d option © ©0locd tstat 9[OIDOIDD
Gl netstat utility of epdpy option ¢ netstat Qs
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éjo%sooge§oaé ®o%ek|'3:cﬁ port §cf; IP address ep:o% eoga[gcc:%éeé @5@2

C "] ocC cocC chc (o
c320000 890203 6080@0%098@0)03 Il

Active Connections

Proto Local Address Foreign Address State

TCP bigideaice:1035 203.81.65.23:5226 ESTABLISHED
TCP bigideaice:5226 203.81.65.23:1035 ESTABLISHED
TCP bigideaice:1028 203.81.65.27:80 ESTABLISHED
TCP bigideaice:1029 203.81.65.23:80 ESTABLISHED

o C C - f] C N c o ¢ C°
®9l  netstat 0 ©pd0pPY option © ©0loCo Command Prompt RC §MACs

Q _C "] C C'] ocC C ocC . c o ¢C C
SelepEiebaleriollosloficzlecloplé]lczlonler ceog°§c[§: Proto Column list 03¢ g|05200
C

saoSL:[gle§eoao Protocol type O%L ewo[gooozo']ooén cfﬁé:oe Local Address
C
oo

cC 00 C ﬂ C C
column 20p5 eoomel IP address §¢ cooeePMI

(o]

C o o
0N 96202 Port number o8

G@%@OO’TOD ClI Foreign Address 0’38 [QUS]= 083063006 S’BO:T@ c202 ®O’SQ’D°C§%

R 9 3 PR 0l >
C o C Co C o O C C

address ?g S’QQJO’)&DO’)QGT? access co0:c0D port O’)O? GLO’)[QCO’)SO"]CD@II State

Lo
C . (o Gﬁ (] C C
column evey) connection ealolol status o2 e@o@w@u

oIl netstat utility & out put o5 qcc:: utility ogcC: oloGeom Option/Switch

L

QJ’)SO’CE) 8’3&?3@[5 G@’)é:(\\) @éﬁgé&)éll C]CC)S switch @J’)S?’) GE?D’)O%Or]S’BO’Cé(C):
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o -e
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o -s
e -n
* -P

C '] . (o] ° Cc (o]
wzn 00001 switch QR snoo:@lepoac netstat command ©> command
L L (0] L
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netstat -—-a

The -a Switch
ool -a switch 0% 99:1"3:[9[(\%5 nestat command 03[9_5 TCP/IP connection

sao:cf?:?cf} UDP(user Datagram Protocol) connection s*ao:cfe:a% ew%@oaén

80@’)—

C:\>netstat -a

Active Connections

Proto Local Address Foreign Address State

TCP bigideaice:epmap 0.0.0.0:0 LISTENING
TCP bigideaice:microsoft-ds 0.0.0.0:0 LISTENING
TCP bigideaice:1025 0.0.0.0:0 LISTENING
TCP bigideaice:1035 0.0.0.0:0 LISTENING
UDP bigideaice:epmap *x

UDP bigideaice:microsoft-ds *:*

UDP bigideaice:isakmp *k

UDP bigideaice:1027 *ix

UDP bigideaice:1029 *k

UDP bigideaice:ntp **

UDP bigideaice:1900 *i*

[

olell ubP ep:ooé Windows Workstation Q28820QCs NetBIOS name ep:or%

broadcasting C\Bcc)q%saogo% 9905Lz|§[3§@8:@503én broadcast C\BSOQ&SO?

ocC C . . . . C
c[go8Ce[gCsen Foreign Address (or) Destination address &1 list o *.*
C C C C * % o] C O O C
[4desca006[op [gdoopdn *.* aBoopdes any address, any port 0> SBaSEdI
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The -e Switch
@on  -e switch ooé 88005&1 NIC © data packet Qééﬂ transmit 036['931 eéeﬂ
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received Q0OGs00903 @ 8EMD error opa packets summary ©p:od
206500 2 SIS s P ry Q07
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C:\>netstat -e

Interface Statistics

Received Sent
Bytes 25390 25390
Unicast packets 118 118
Non-unicast packets 0 0
Discards 0 0
Errors 0 0
Unknown protocols 0

The -r Switch
C ) C . C C .
@Ol ges switch ovley) Workstation 30QC route cOOG$6DY routing table

3 5

e@%@eon%cc:oo Sil 9909053 38 computer 2005 NIC 69
REPP 8 P 2 ?

8

° Q C C C C
sfao?:[glooo:eoao proxy oew0d Gateway 0309 @oe@o’]m GC: command

&
(En -

f] (8 o O C N\ c Q C .
@J’)Z‘D’) 89@@[20 OO@II QOO0 000000 Q)’)@§ stand alone PC 200000) client
o L L e L

3
©n
rQ

@559 5 B0l cés utility o 5 route 066$003 e@%@e 5 06Ol
° L C:] ° 8 L ?JL L 8 L
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C:\>netstat -r

The -s Switch
eI -s switch o3 aadggcsles gpigoeo0n TCP, UDP, IP, ICMP(Internet

o (®] C (% C C C C [}
Control Message Protocol) & status o3 ecoo[ge@ [ggooa@u GIMMMOC —-s O
e L (o] L

seae[?ﬂ@é@é @Eeogo%geé output poed see‘j[‘,o% e@%@q%o%or]oaén

C:\>netstat -s
IPv4 Statistics



Packets Received = 55
Received Header Errors =0
Received Address Errors = 3
Datagrams Forwarded =0
Unknown Protocols Received =0
Received Packets Discarded =0
Received Packets Delivered = 55
Output Requests = 55
Routing Discards =0
Discarded Output Packets =0
Output Packet No Route =0
Reassembly Required =0
Reassembly Successful =0
Reassembly Failures =0
Datagrams Successfully Fragmented = 0
Datagrams Failing Fragmentation =0
Fragments Created =0
ICMPv4 Statistics
Received Sent
Messages 0 0
Errors 0 0
Destination Unreachable 0 0
Time Exceeded 0 0
Parameter Problems 0 0
Source Quenches 0 0
Redirects 0 0
Echos 0 0
Echo Replies 0 0
Timestamps 0 0
Timestamp Replies 0 0
Address Masks 0 0
Address Mask Replies 0 0
TCP Statistics for IPv4
Active Opens =3

Passive Opens =1



Failed Connection Attempts =2
Reset Connections =0
Current Connections = 2
Segments Received = 51
Segments Sent = 47
Segments Retransmitted = 4
UDP Statistics for IPv4
Datagrams Received = 4
No Ports =0
Receive Errors =0
Datagrams Sent =4
The —-n Switch
. 0 . c o [gKe)
@I -n switch o 8’3@’30 switch o8¢ eepesd sgogo[glege?o']m Network

address gpiesepo3C number :65(g¢ cwdgopd (g0
0060-

c:\>netstat —-a -n

The -p Switch
Gl -s 093 s'ao?:[gl@: netstat oc?’ @éﬂwé%zﬂogg TCP, UDP, ICMP, IP

chc ° C Qo C crc
®oa@[§g QP:g2602 soo?,[gle§w@ protocol ep,c:ﬁ status o e@o@@g@@
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oéo?:qeoao command line utility
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C:\>netstat -s -p ICMP
ICMPv4 Statistics
Received Sent
Messages 0 0
Errors
Destination Unreachable

Time Exceeded
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Parameter Problems



Source Quenches
Redirects

Echos

Echo Replies
Timestamps

Timestamp Replies
Address Masks
Address Mask Replies
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R 9 RE [gEemy qopden s switch 03 92ad[gao)C protocol gpegoEl
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status o3 @Eeogoel@é @5@03’)0386: -p ICMP §§ oéa?:ewoe@ocf: ICMP
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The tracert Utility

@@n Tracert Utility ooé TCP/IP trace route (traert) command line utility @5@:

Internet :B TCP/IP packet eécﬂc}géo?o% e§wé| c}géo?ogéa) Co%o% trace

Lf L€
Q C cOocC [ C C o C cocC
B30 C[gCe[gd0pdN tracert 03 command prompt 03¢ §a586[G: space
00 O O Q C o
@9:039 0020620 DNS a)eooo: server ooo)aac% name 20000 IP o)
C C‘° C

eaooogc,qegn
80@’)—
C:\>tracert www.yahoo.com
Tracing route to wwwlO.yahoo.com (204.74.93.10)
over a maximum of 30 hops:

1 110 ms 96 ms 107 ms fgol.corpcomm.net

2 96 ms 126 ms 95 ms someone.corpcomm.net

trace complete.

Using the Address Resolution Protocol (ARP)

el ARP & 280n function @2 TCP/IP address © Physical address cal’

MAC(media access control) address o3 broadcast cod§)egoc:cd ewS[geos(gé:

C C 00 O c C c O C o Q C
[gg@oa@n 000) M$LMFNOCIY server 0Ood: V0> default Gateway
e o o d L e L



mQ%eLeJ; eéwé IP ops o% frequently access c\38€o:e§oaé etcéew') ARP table ¢
Address list orcé coorgoﬁ@&@«%oa Si qu ARP Table 085 e[a:)oaé IP 03[11:)
opdg[o3ené access [gdes0pdBp530] B8EEdI Befo3d¢ ARP Table
036 Dynamic entry §§ Static entry Qeg §5e%[:oqo€e§oaéu Dynamic Entry :)ogc

4

Request C\?(SC\)’)G:D’) IP address & MAC address o3 £§@a§wé§8 oo@lcc:ooé:

L
ARP Table onc: ooéag&@%o%:@: @ocmaéu Static Entry ooé Dynamic Entry O’\)OSL
C C C

cxeﬁeeooésuo% qu_%eoo%coé: qc:qgoeeoocqjo%o% ARP utility O%L 8’2&?8@[@2

Manually eeooéacf)ep)éu %og:osa@leﬁ?o ARP Utility oaé Server base Network
C °y C C C C
Rt 9odjgocepd [gdoopdi

eol ARP 093 ®oo€q$soooo% Command Prompt 088 ARP (DGO0D command o3

O

L
%o%oaé:slo']eén B33 §ooaEa3odolon ARP utility @1 switch ep:&é 39053@[6
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descriptions Qs eoTcooeé Ego%oap_SM ARP Command 03[3_5 Stan alone Computer
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server @o%eooo server 088 c]g:: tool [g(}é Local ARP Table o3 @é@ TCP/IP
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address @cf: §cf: MAC Address ep:o% O%Lo%é@ duplicate e[?go%cmq% resolved
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QV0G0:&COIII ARP Command a 890?8@[803’) Switch QPiOY 630 ARC
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Displays and modifies the IP-to-Physical address translation
tables used by
address resolution protocol (ARP).

ARP -s inet addr eth addr [if addr]
ARP -d inet addr [if addr]
ARP -a [inet addr] [-N if addr]

-a Displays current ARP entries by
interrogating the current protocol data.
If inet addr is specified, the 1IP and
Physical addresses for only the specified

computer are displayed. If more than one



network interface wuses ARP,

each ARP table are displayed.

entries for

-g Same as -a.
inet addr Specifies an internet address.
-N if addr Displays the ARP entries for the network

interface specified by if addr.

-d Deletes the host specified by inet addr.

inet addr may be wildcarded

delete all hosts.

-s Adds the host and associates

with * to

the Internet

address inet addr with the Physical address

eth addr. The Physical address is given as

6 hexadecimal bytes separated by hyphens.

The entry is permanent.
eth addr Specifies a physical address.

if addr If present, this specifies

the Internet

address of the interface whose address

translation table should be

modified. If

not present, the first applicable interface

will be used.
Example:
> arp -s 157.55.85.212 00-aa-00-62-c6-09
static entry.

> arp -a .... Displays the arp table.
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